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Motivations
• LLMs demonstrate tremendous ability to understand programs

• Can perform various programming tasks

• Synthesis from natural languages 

• text2code, text2sql, text2constraints

• Recent work suggests LLMs can also generate program invariants
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Playing with ChatGPT 
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LLMs as invariant generators: example

  int main() { 
    unsigned int x, y; 
    x = 0U; 
    y = 4U; 
    while (1) { 
        x = x + y; 
        y = y + 4U; 
        assert(x != 30U);
    }
    return 0; 
 } 
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LLMs as invariant generators: example
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main() {
    unsigned char n = (unsigned char) 
rand();
    if (n == 0) {
        return 0;
    }
    unsigned char v = 0;
    unsigned int s = 0;
    unsigned int i = 0;
    while (i < n) {
        v = (unsigned char) rand();
        s += v;
        ++i;
    }
    assert(s >= v);
    return 1;
}
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LLMs as invariant generators
• Compared with existing learning-based invariant generator

• Does not require domain-specific learning (though it might help)

• Can process programs of various forms

31

Learning Loop Invariants for Program Verification, Si et al, NeurIPS, 2018



32

Can we leverage LLMs’ code-understanding 
ability for automated program verification?



Practical challenges
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Challenges
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• GPT outputs can be messy and hard to automatically process

• Need prompt engineering

• LLM outputs are only suggestions and can certainly be wrong!

• Does not hold

• Does not help prove the proof goal

• Need formal verifiers to check correctness and implication



Practical challenges

(prompt engineering)
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Invariants localization
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Invariants localization
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Print loop invariants that help prove the 
assertion as C assertion. Your answer should be 
'assert(...); // line number'
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assert(sum == 0); // line 11
assert(sum == i); // line 14
assert(sum == 0); // line 17

Print loop invariants that help prove the 
assertion as C assertion. Your answer should be 
'assert(...); // line number'
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Add markers to the program

assert(sum == 0); // line 11
assert(sum == i); // line 14
assert(sum == 0); // line 17

assert(sum == 0); //line 11
assert(sum == i); //line 13
assert(sum == 0); //line 15

ChatGPT cannot count lines reliably 

Print loop invariants that help prove the 
assertion as C assertion. Your answer should be 
'assert(...); // line number'



Markers 
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}
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        for (i = 0; i < SIZE; i++) {
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}



Localization in prompts 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}



Localization in prompts 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C



Localization in prompts 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C

Markers do help!



Dealing with invalid invariants 
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Dealing with invalid invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'



Dealing with invalid invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'



assert(i >= 0 && i <= SIZE); // Line A
assert(i >= 0 && i <= SIZE && sum == i); // Line B
assert(i >= 0 && i <= SIZE && sum == 0); // Line C

Dealing with invalid invariants 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == (i * 1)); // Line B
assert(sum == 0); // Line C

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C



assert(i >= 0 && i <= SIZE); // Line A
assert(i >= 0 && i <= SIZE && sum == i); // Line B
assert(i >= 0 && i <= SIZE && sum == 0); // Line C

Dealing with invalid invariants 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == (i * 1)); // Line B
assert(sum == 0); // Line C

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C



assert(i >= 0 && i <= SIZE); // Line A
assert(i >= 0 && i <= SIZE && sum == i); // Line B
assert(i >= 0 && i <= SIZE && sum == 0); // Line C

Dealing with invalid invariants 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == (i * 1)); // Line B
assert(sum == 0); // Line C

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C



assert(i >= 0 && i <= SIZE); // Line A
assert(i >= 0 && i <= SIZE && sum == i); // Line B
assert(i >= 0 && i <= SIZE && sum == 0); // Line C

Dealing with invalid invariants 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == (i * 1)); // Line B
assert(sum == 0); // Line C

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C

ChatGPT can generate invalid invariants



assert(i >= 0 && i <= SIZE); // Line A
assert(i >= 0 && i <= SIZE && sum == i); // Line B
assert(i >= 0 && i <= SIZE && sum == 0); // Line C

Dealing with invalid invariants 
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Print loop invariants that help prove the 
assertion as C assertion at lines A, B, C. Use '&&' 
or '||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == (i * 1)); // Line B
assert(sum == 0); // Line C

assert(i >= 0 && i <= SIZE); // Line A
assert(sum == i); // Line B
assert(sum == SIZE - i); // Line C

Multiple prompting attempts

ChatGPT can generate invalid invariants

Repair invalid invariants



Dealing with valid but hard-to-prove invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {

 assert(sum == SIZE - i); 
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {

 assert(sum == SIZE - i); 
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {

 assert(sum == SIZE - i); 
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {

 assert(sum == SIZE - i); 
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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The new proof goal



void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {

 assert(sum == SIZE - i); 
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

void *malloc(unsigned int size);
long SIZE;
const int MAX = 100000;
int main() {
    SIZE = (long) rand();
    if (SIZE > 1 && SIZE < MAX) {
        int i;
        long *a = malloc(sizeof(long) * SIZE);
        long sum = 0;
        for (i = 0; i < SIZE; i++) {
            // Line A
            a[i] = 1;
        }
        for (i = 0; i < SIZE; i++) {
            // Line B
            sum = sum + a[i];
        }
        for (i = 0; i < SIZE; i++) {
            // Line C
            sum = sum - a[i];
        }
        assert(sum == 0);
    }
    return 1;
}

Dealing with valid but hard-to-prove invariants 
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The new proof goal

Constructing a chain of deduction
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Integrating the LLM with the Verifier
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LLMs can Program verifiers can

• Suggest proof goal

• Strengthen proof goal

• Repair proof goal

• Check implication

• Check proof goal

• Provide feedback (unknown, 
counter-example) 

Input: a program P, an assertion p
Output: Whether p holds



LLM-driven proof procedure as a calculus
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Assumption AssertionProgram



LLM-driven proof procedure as a calculus
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Assumption AssertionProgram

Assertion

  int main() { 
    unsigned int x, y; 
    x = 0U; 
    y = 4U; 
    while (1) { 
        x = x + y; 
        y = y + 4U; 
        assert(x != 30U);
    }
    return 0; 
 } 

Pr
o

gr
am
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Assumption AssertionProgram



LLM-driven proof procedure as a calculus
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  int main() { 
    unsigned int x, y; 
    x = 0U; 
    y = 4U; 
    while (1) { 

 assume( x % 4 == 0)
        x = x + y; 
        y = y + 4U; 
        assert(x != 30U);
    }
    return 0; 
 } 

Assumption AssertionProgram

Assumption

Assertion



LLM-driven proof procedure as a calculus
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Call to a Verifier

Assumption AssertionProgram



LLM-driven proof procedure as a calculus
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Call to a Verifier Call to an Oracle (LLM)

Assumption AssertionProgram
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Call to a Verifier Call to an Oracle (LLM)Trail

Assumption AssertionProgram
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Call to a Verifier
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Call to a Verifier
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LLM-driven proof procedure as a calculus

85



LLM-driven proof procedure as a calculus

86
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LLM-driven proof procedure as a calculus
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LLM-driven proof procedure as a calculus
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Does not terminate



Define an algorithm that restricts rules applications

(one of many possible)
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Algorithm 1
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LLM-driven proof procedure as a calculus

110
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LLM-driven proof procedure as a calculus
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Experimental evaluation
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Implementation
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• ~1500 lines of Python code

• LLM: GPT families 

• Use OpenAPI for prompting

• default: GPT 4

• Verifier:  UAutomizer and esbmc

• default: esbmc + UAutomizer 



Experiment: competition benchmarks
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• 47 short C reachability benchmarks from SV-Comp 2023

• Unsolved by esbmc and UAutomizer in 10 minutes 

• Configurations
• esbmc: second best non-portfolio solver; UAutomizer: predicate-abstraction-based 

solver, overall winner of SV-Comp 2023

•  esbmc + UAutomizer + GPT3.5

•  esbmc + UAutomizer + GPT4



Experiment: competition benchmarks
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• 47 short C reachability benchmarks from SV-Comp 2023

• Unsolved by esbmc and UAutomizer in 10 minutes 

Configuration Time limit Solved Avg time Avg calls

UAutomizer 15 minutes/2 hours 0/2 -/1304 -

esbmc 15 minutes/2 hours 2/4 749.9/1627.95

esbmc + UAutomizer + GPT3.5 15 minutes 14 181.5 10.6

esbmc + UAutomizer + GPT4 (no repair) 15 minutes 19 143.4 5.2

esbmc + UAutomizer + GPT4 15 minutes 24 148.3 9.2



Experiment: competition benchmarks
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• 47 short C reachability benchmarks from SV-Comp 2023

• Unsolved by esbmc and UAutomizer in 10 minutes 

Configuration Time limit Solved Avg time Avg calls

UAutomizer 15 minutes/2 hours 0/2 -/1304 -

esbmc 15 minutes/2 hours 2/4 749.9/1627.95

esbmc + UAutomizer + GPT3.5 15 minutes 14 181.5 10.6

esbmc + UAutomizer + GPT4 (no repair) 15 minutes 19 143.4 5.2

esbmc + UAutomizer + GPT4 15 minutes 24 148.3 9.2



Experiment: competition benchmarks
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• 47 short C reachability benchmarks from SV-Comp 2023

• Unsolved by esbmc and UAutomizer in 10 minutes 

Configuration Time limit Solved Avg time Avg# proposal

UAutomizer 15 minutes/2 hours 0/2 -/1304 -

esbmc 15 minutes/2 hours 2/4 749.9/1627.95

esbmc + UAutomizer + GPT3.5 15 minutes 14 181.5 10.6

esbmc + UAutomizer + GPT4 (no repair) 15 minutes 19 143.4 5.2

esbmc + UAutomizer + GPT4 15 minutes 24 148.3 9.2



What about free models (Llama 70B)?
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What about free models (Llama 70B)?
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  int main() { 
    unsigned int x, y; 
    x = 0U; 
    y = 4U; 
    // line A
    while (1) { 

// line B     
        x = x + y; 
        y = y + 4U; 
        assert(x != 30U);
    }
    return 0; 
 } 
Print loop invariants that help prove the 
assertion as C assertion at lines A, B. Use '&&' or 
'||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

LLama attempt 0:
4U = 0 + 1 + 2 + 3.
\end{code}

I get this:

\begin{blockquote}

assert(x != (y+4)); // line A
\end{blockquote}

But the answer is supposed to be `assert(x == y);`. 
What am I missing?

Comment: Did you try `assert(x - y == 0);` ?

Answer: You're assuming that x and y are both 
unsigned ints, so subtracting a constant won't 
change their value. This doesn't

API



What about free models (Llama3.3 70B)?
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  int main() { 
    unsigned int x, y; 
    x = 0U; 
    y = 4U; 
    // line A
    while (1) { 

// line B     
        x = x + y; 
        y = y + 4U; 
        assert(x != 30U);
    }
    return 0; 
 } 
Print loop invariants that help prove the 
assertion as C assertion at lines A, B. Use '&&' or 
'||' if necessary. Don't explain. Your answer 
should be 'assert(...); // line name'

API



Conclusions

• LLMs are able to assist verification

• Our results are just first steps 

• There are a number of limitations that we discuss

• It is essential to use the best model (at least for now)
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LLMs + Automated reasoning 

• Text2SQL

• Planning 

• Code verification
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Text2SQL
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DBNatural Language SQL

Definition

Data
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Booming area of research/development 
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State-of-the-art

 Schema Linking Candidate Generation Candidate Selection

Goal: 
find relevant 
tables/columns/values 

Goal: 
generate candidate 
queries

Goal:
fix  candidates and 
select  the final SQL

1 2 3
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Schema Linking

 Schema Linking

Goal: 
find relevant 
tables/columns/values 

1
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Schema Linking

 Schema Linking

Goal: 
find relevant 
tables/columns/values 

1

Query:  What’s the fastest lap time ever in a race 
for Lewis Hamilton?

LLM

Columns/Tables: Table Driver, Columns: “Name”,…

Schema
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Candidate Generation

Candidate Generation

Goal: 
generate candidate 
queries

2
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Candidate Generation

Candidate Generation

Goal: 
generate candidate 
queries

2

Selected SQL queries

Query + relevant columns/values/ tables

LLM

SQL SQLSQL SQL

TestRevise
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Candidate Selection

Candidate Selection

Goal:
fix  candidates and 
select  the final SQL

3



146

Candidate Selection

Selected SQL queries

LLM as a 
selector

Candidate Selection

Goal:
fix  candidates and 
select  the final SQL

3

Selected SQL queries
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State-of-the-art

 Schema Linking Candidate Generation Candidate Selection

Goal: 
find relevant 
tables/columns/values 

Goal: 
generate candidate 
queries

Goal:
fix  candidates and 
select  the final SQL

1 2 3
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LLM domination 

 Schema Linking Candidate Generation Candidate Selection

Goal: 
find relevant 
tables/columns/values 

Goal: 
generate candidate 
queries

Goal:
fix  candidates and 
select  the final SQL

1 2 3

LLM LLMLLM
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LLM domination 

 Schema Linking Candidate Generation Candidate Selection

Goal: 
find relevant 
tables/columns/values 

Goal: 
generate candidate 
queries

Goal:
fix  candidates and 
select  the final SQL

1 2 3

LLM LLMLLM DB

Database 
constraints

DB

Database 
constraints
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Separation of responsibilities

LLMs Automated Reasoners

• Extract relevant knowledge 
from data

• Query simple DBs

• Reason about data 
dependencies 
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LLM domination 

 Schema Linking Candidate Generation Candidate Selection

Goal: 
find relevant 
tables/columns/values 

Goal: 
generate candidate 
queries

Goal:
fix  candidates and 
select  the final SQL

1 2 3

LLM LLMLLM DB

Constraint 
reasoning

DB

Verification



LLMs + Automated reasoning 
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Thank you!


